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From the Publisher

Dear Reader,

Welcome to the third edition of The International Comparative I egal Guide to Cybersecurity, published by Global
Legal Group.

This publication, which is also available at www.iclg.com, provides corporate counsel and international
practitioners with comprehensive jurisdiction-by-jurisdiction guidance to cybersecurity laws and regulations
around the world.

This year, there are three general chapters which provide an overview of key issues affecting cybersecurity,
particularly from the perspective of a multi-jurisdictional transaction.

The question and answer chapters, which cover 32 jurisdictions in this edition, provide detailed answers to
common questions raised by professionals dealing with cybersecurity laws and regulations.

As always, this publication has been written by leading cybersecurity lawyers and industry specialists, to whom
the editors and publishers are extremely grateful for their invaluable contributions.

Global Legal Group would also like to extend special thanks to contributing editors Nigel Parker and
Alexandra Rendell of Allen & Overy LLP for their leadership, support and expertise in bringing this project
to fruition.

Rory Smith
Group Publisher
Global Legal Group
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1 Criminal Activity

1.1 Would any of the following activities constitute a
criminal offence in your jurisdiction? If so, please provide
details of the offence, the maximum penalties available, and

any examples of prosecutions in your jurisdiction:

There is no definition in Mexican law of the terms “cyberctime” and
“cybersecurity”’; however, the Federal Criminal Code regulates illegal
behaviours committed through electronic means that could be
identified as cybercrimes by the use of electronic means for their
commission.

Regarding examples of jurisdiction in Mexico, according to Article
16 of the Political Constitution of the United Mexican States
(“Mexican Constitution”), no one shall be disturbed in his/her
private affairs, family, home, papers or possessions (including private
information), except by written order of a competent authority, duly
grounded in law and fact, which sets forth the legal cause of the
proceeding. In this regard, any non-consented access to private
information may be sanctioned by law; thus, only a federal judicial
authority may authorise any investigation regarding criminal
offences.

Hacking (i.e. unauthorised access)

Article 2114is of the Federal Criminal Code provides that whoever,
without authotisation, modifies, destroys or causes loss of information
contained in systems or computer equipment protected by a security
mechanism shall be imposed with a prison sentence of six months to
two years, by the relevant authority, as well as a fine of approximately
MN$8,004.00 to MN$24,012.00. The aforementioned penalty could
be duplicated in case the information is used for one’s own benefit or
to benefit a third party.

Denial-of-service attacks
The Federal Criminal Code does not provide any definition, or
similar definition, for this criminal offence.

Phishing
The Federal Criminal Code does not provide any definition for
phishing; however, such criminal offence could be considered as
fraud. According to Article 386 of the Federal Criminal Code, a
person commits fraud when he/she, with the intent of obtaining a
financial gain, handles information through deceit, takes advantage
of errors, or misleads a person.

In such case, the relevant authority shall impose a prison sentence
of three days to 12 years, as well as a fine of approximately
MN$2,400.00 to MN$24,012.00, depending on the value in each

case.

Cybersecurity 2020

Chapter 23

Begoina Cancino

Infection of IT systems with malware (including ransomware,
spyware, worms, trojans and viruses)
The Federal Criminal Code does not provide any definition for this
criminal offence; however, this type of behaviour is similar to
hacking. The aforementioned penalties are applicable in this case.
In case the criminal offence is committed against the state, the
relevant authority shall impose a prison sentence of one to four
years, as well as a fine of approximately MN$16,000.00 to
MN$48,024.00.

Possession or use of hardware, software or other tools used to
commit cybercrime (e.g. hacking tools)

The Federal Criminal Code provides this criminal offence as
“hacking”, which is described above.

Identity theft or identity fraud (e.g. in connection with access
devices)

The Credit Institutions Law provides that a person who produces,
manufactures, reproduces, copies, prints, sells, trades or alters any
credit card, debit card, cheques or, in general, any other payment
instrument, including electronic devices, issued by credit institutions,
without authorisation of the holder, shall be imposed a prison
sentence of three to nine years, by the relevant authority, as well as
a fine of approximately MN$2,401,200.00 to MN$24,012,000.00.

In addition, the Federal Criminal Code provides that a person
who, with or without authorisation, modifies, destroys or causes loss
of information contained in credit institutions’ systems or computer
equipment protected by a security mechanism shall be imposed with
a prison sentence of six months to four years, by the relevant auth-
ority, as well as a fine of approximately MN$8,004.00 to
MN$24,012.00.

Moreover, a person who without authorisation knows or copies
information in credit institutions” computer systems or equipment
protected by a security mechanism shall be imposed a prison
sentence of three months to two years, as well as a fine of
approximately MN$4,002.00 to MN$24,012.00.

All the penalties aforementioned could be duplicated if the
criminal offence is committed by any counsellor, official, employee
or service provider of any credit institution.

Electronic theft (e.g. breach of confidence by a current or
former employee, or criminal copyright infringement)

As mentioned, the Credit Institutions Law provides that any person
who produces, manufactures, reproduces, copies, prints, sells, trades
or alters, any credit card, debit card, cheque or, in general, any other
payment instrument, including electronic devices, issued by credit
institutions, without authorisation of the holder, shall be imposed
with a prison sentence of three to nine years, as well as a fine of
approximately MN$2,401,200.00 to MN$24,012,000.00. The afore-
mentioned penalties may be duplicated if the criminal offence is
committed by any counsellor, official, employee or service provider
of any credit institution.

ICLG.com
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Any other activity that adversely affects or threatens the security,
confidentiality, integrity or availability of any I'T system, infra-
structure, communications network, device or data

Yes: espionage; conspiracy; crimes against means of communication;
tapping of communications; acts of corruption; extortion; and
money laundering could be considered as threats to the security,
confidentiality, integrity or availability of any IT system, infra-
structure, communications network, device or data.

Failure by an organisation to implement cybersecurity
measures

Considering the absence of a specific law which regulates
cybersecurity in Mexico, there are no minimum protective measures
that organisations must implement to protect data and information
technology systems from cyber threats; however, the Federal Law on
Protection of Personal Data held by Private Parties (“Data
Protection Law”) provides that data controllers have to implement
diverse technical, physical and organisational measures in order to
protect information against damage, loss, alteration, destruction, use,
or unauthorised access or processing,

1.2 Do any of the above-mentioned offences have

extraterritorial application?

Yes; however, Mexico has not yet adopted international standards
related to cybersecurity.

1.3 Are there any actions (e.g. notification) that might
mitigate any penalty or otherwise constitute an exception to

any of the above-mentioned offences?

Yes, in the following cases:

1) The Federal Law Against Organized Crime provides: (a) that in
the investigation of a crime in which it is assumed on good
grounds that a member of organised crime is involved, it is poss-
ible to tap private communications; and (b) the obligation of
concessionaires, authorised entities and any person holding a
means or system that could be intercepted, to cooperate with the
authorities, prior to a judicial order.

2) The General Law to Prevent and Sanction Kidnapping Crimes
provides the possibility to intercept private communications.

3) The National Security Law, in case of an immediate threat to
national security, provides that the Mexican government must
request a judicial warrant to intercept private communications
for national security purposes.

4) The Federal Telecommunications and Broadcasting Law
(“FTBL”), according to Articles 189 and 190, provides that: (i)
concessionaires; (if) authorised entities; and (iii) service providers
of applications or contents, are required to: a) allow the
corresponding competent authorities to control and tap private
communications; and b) provide the support that such auth-
orities request, in terms of the applicable law.

In addition to the federal legislation provided above, there are
state laws that allow the interception of individual communications
prior to any request from the relevant state authorities (Public
Prosecutor of the corresponding state) to a federal judge.

Intervention of private communications is not allowed in: electoral
tax; commercial; civil; labour; or administrative matters, or in the case
of communications between the arrested and his/her counsel.

1.4 Are there any other criminal offences (not specific to
cybersecurity) in your jurisdiction that may arise in relation to
cybersecurity or the occurrence of an Incident (e.g. terrorism
offences)? Please cite any specific examples of prosecutions

of these offences in a cybersecurity context.

ICLG.com

As mentioned, the Federal Criminal Code also regulates as a criminal
offence the act of sabotage or unlawful interference with: roads,
public services, or state services; steel, electric or basic industries;
and centres of production or distribution of weapons, ammunition
or military equipment, with the aim of disrupting the economic life
of the country or to affect its ability to defend itself.

Also, the relevant Code protects means of communication such as
telegrams, telephone lines, radio communications, telecommunication
networks, and any component of an installation of production of
magnetic or electromagnetic energy or its means of transmission.

In addition, the Federal Criminal Code provides that persons who
manufacture, import, sell or lease any device or system, or commit any
act with the purpose of decoding any encrypted/protected satellite
signal without the legitimate authorisation of the licensed distributor,
shall be imposed with a prison sentence of six months to four years.

On the other hand, the Law on Negotiable Instruments and
Credit Operations sanctions diverse actions that affect any kind of
financial payment instrument (e.g,, credit or service cards) or the
information contained on them.

2 Applicable Laws

2.1 Please cite any Applicable Laws in your jurisdiction
applicable to cybersecurity, including laws applicable to the
monitoring, detection, prevention, mitigation and management
of Incidents. This may include, for example, laws of data
protection, intellectual property, breach of confidence, privacy

of electronic communications, information security, and
import/export controls, among others.

m  The Mexican Constitution.

m  The FIBL.

m  The Data Protection Law, its Regulations, Recommendations,
Guidelines and similar regulations on data protection.

m  The Federal Law on Transparency and Access to Public
Information.

m  The General Law on Transparency and Access to Public
Information.

m  General Standards as the Mexican Official Standard Regarding

the Requirements that shall be Observed when Keeping Data

Messages.

The Law on Negotiable Instruments and Credit Operations.

The Mexican Federal Tax Code.

The Credit Institutions Law.

The Sole Circular for Banks.

The Industrial Property Law.

The Mexican Copyright Law.

The Federal Criminal Code.

The National Security Law.

The Federal Labour Law.

The Federal Law for the Federal Police.

The National Development Plan 2013-2018.

The National Programme of Public Security 2014-2018.

The National Programme of Security 2014-2018.

2.2 Are there any cybersecurity requirements under
Applicable Laws applicable to critical infrastructure in your
jurisdiction? For EU countries only, please include details of

implementing legislation for the Network and Information
Systems Directive and any instances where the implementing
legislation in your jurisdiction exceeds the requirements of

the Directive.

This is not applicable in Mexico.

Cybersecurity 2020
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2.3 Are organisations required under Applicable Laws, or

otherwise expected by a regulatory or other authority, to take
measures to monitor, detect, prevent or mitigate Incidents?
If so, please describe what measures are required to be
taken.

As mentioned, there are no minimum protective measures that
organisations must implement to protect data and information tech-
nology systems from cyber threats; however, the Data Privacy Law
provides that data controllers have to implement diverse technical,
physical and organisational measures in order to protect information
against damage, loss, alteration, destruction, use, or unauthorised
access or processing.

In addition to the foregoing, there are certain specific mandatory
security measures that certain industries must adopt to protect their
customers’ data. Banking laws and regulations provide that banks
must implement certain security measures in electronic banking
transactions and require the use of several passwords depending on
the amount and nature of the transaction.

2.4 Inrelation to any requirements identified in question 2.3
above, might any conflict of laws issues arise? For example,
conflicts with laws relating to the unauthorised interception
of electronic communications or import/export controls of
encryption software and hardware.

This is not applicable in Mexico.

2.5 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority, to
report information related to Incidents or potential Incidents
(including cyber threat information, such as malware
signatures, network vulnerabilities and other technical
characteristics identifying a cyber attack or attack
methodology) to a regulatory or other authority in your

jurisdiction? If so, please provide details of: (a) the

circumstance in which this reporting obligation is triggered;
(b) the regulatory or other authority to which the information
is required to be reported; (c) the nature and scope of
information that is required to be reported; and (d) whether
any defences or exemptions exist by which the organisation
might prevent publication of that information.

There is no obligation to report Incidents or potential Incidents to the
authorities; however, the General Law on Transparency and Public
Information Access provides, in Article 70 Section XLVII, that auth-
orities must provide access and keep updated, for statistical purposes,
the list of requests made to telecommunications concessionaires,
service providers or internet applications related to the interception
of private communications, access to the registry of communications,
and the real-time geo-location of communication equipment, that
contains the object, temporary scope and legal grounds of the request
and, if applicable, a statement of judicial authorisation.

On the other hand, Data Privacy Laws do not provide a penalty
for failure to comply with the rules on reporting threats or breaches;
nevertheless, the National Institute for Access to Public Information
and Data Protection (“INAI”) is empowered to evaluate if the cause
that originated a data breach was caused by a failure of compliance
or negligence.

Cybersecurity 2020
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By the interpretation of the Mexican Constitution, organisations
must cooperate with government agencies regarding Incidents;
however, no law establishes specific requirements to report Incidents
or potential Incidents.

2.6 If not a requirement, are organisations permitted by
Applicable Laws to voluntarily share information related to
Incidents or potential Incidents (including cyber threat

information, such as malware signatures, network

vulnerabilities and other technical characteristics identifying
a cyber attack or attack methodology) with: (a) a regulatory
or other authority in your jurisdiction; (b) a regulatory or
other authority outside your jurisdiction; or (c) other private
sector organisations or trade associations in or outside your
jurisdiction?

Please refer to our answer in question 2.5.

2.7 Are organisations required under Applicable Laws, or
otherwise expected by a regulatory or other authority, to
report information related to Incidents or potential Incidents
to any affected individuals? If so, please provide details of:
(a) the circumstance in which this reporting obligation is
triggered; and (b) the nature and scope of information that is
required to be reported.

There is no obligation to report any Incidents or potential Incidents;
however, Data Protection Law provides that security breaches that
materially affect the property or moral rights of data owners will be
reported immediately by the data controller to the data owner, so
that the latter can take appropriate action to defend its rights.

2.8 Do the responses to questions 2.5 to 2.7 change if the
information includes: (a) price-sensitive information; (b) IP
addresses; (c) email addresses (e.g. an email address from
which a phishing email originates); (d) personally identifiable
information of cyber threat actors; and (e) personally
identifiable information of individuals who have been
inadvertently involved in an Incident?

No, the responses to questions 2.5 to 2.7 do not change.

2.9 Please provide details of the regulator(s) responsible for

enforcing the requirements identified under questions 2.3 to
27.

The INAL is in charge of: (i) guaranteeing people’s right of access to
public government information; (ii) protecting personal data in
possession of the federal government and individuals; and (iii)
resolving denials of access to information that the dependencies or
entities of the federal government have formulated.

The Federal Telecommunications Institute (“IFT”) is in charge of
regulating telecommunications and broadcasting services.

2.10 What are the penalties for not complying with the

requirements identified under questions 2.3 to 2.8?

The Applicable Laws are silent in this regard.

ICLG.com
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2.11  Please cite any specific examples of enforcement

action taken in cases of non-compliance with the above-
mentioned requirements.

This is not applicable in Mexico.

2.12  Are organisations permitted to use any of the
following measures to detect and deflect Incidents in their
own networks in your jurisdiction?

Answer not available at time of print.

3 Specific Sectors

3.1 Does market practice with respect to information
security (e.g. measures to prevent, detect, mitigate and
respond to Incidents) vary across different business sectors
in your jurisdiction? Please include details of any common
deviations from the strict legal requirements under
Applicable Laws.

Yes. According to the Data Protection Law, the data controllers have
to implement diverse technical, physical and organisational measures
in order to protect information against damage, loss, alteration,
destruction, use, or unauthorised access or processing.

On the other hand, the Federal Criminal Code and the L.aw on
Negotiable Instruments and Credit Operations provide several
sanctions in order to avoid criminal offences regarding cybersecurity.

3.2 Are there any specific legal requirements in relation to
cybersecurity applicable to organisations in: (a) the financial

services sector; and (b) the telecommunications sector?

Yes.  Regarding financial services, the Law on Negotiable
Instruments and Credit Operations and the Credit Institutions Law,
including the Federal Criminal Code, are applicable in order to avoid
cybercrimes.

The FTBL and the Federal Criminal Code are applicable in this
matter.

4 Corporate Governance

4.1 In what circumstances, if any, might a failure by a
company (whether listed or private) to prevent, mitigate,
manage or respond to an Incident amount to a breach of

directors’ duties in your jurisdiction?

There are no specific laws in Mexico related to cybersecurity
responsibilities or liabilities of personnel and directors.
Nevertheless, and in accordance with the Data Protection Law, every
private party, individual or organisation that processes personal
information (data controller), has the obligation to appoint a data
person or department (data protection officer) who will be a
representative for the organisation in privacy and data protection
matters and in charge, within the organisation, of the correct
processing of personal data (including verification of security
measures), as well as of processing requests from data owners for
the exercise of their rights to access, rectification, suppression or
rejection.

ICLG.com

In relation to information security, data protection officers shall
adopt measures to guarantee due processing of personal data,
privileging the interests of the data owners and their reasonable
expectation of privacy.

The measures that the data protection officer shall adopt, and that
may be related to cybersecurity, include the following: (i) issuing
policies and programmes, which shall be mandatory within the organ-
isation; (ii) implementing training programmes; (iif) implementing a
monitoring and surveillance system and internal or external audits to
verify compliance with privacy policies; (iv) assigning resources for
the implementation of programmes and policies related to privacy;
(v) implementing a risk-detection programme to identify privacy risks
when launching new products, services, technologies and business
models as well as risk-mitigation strategies; (vi) periodically reviewing
security policies and programmes to determine whether amendments
are needed; (vi)) performing compliance checks; and (viii)
implementing personal data-tracking systems to trace which data are
collected and whete they are stored.

The Data Protection Law does not provide a specific sanction for
data protection officers, responsible personnel and directors.

4.2 Are companies (whether listed or private) required under
Applicable Laws to: (a) designate a CISO; (b) establish a
written Incident response plan or policy; (c) conduct periodic

cyber risk assessments, including for third party vendors;
and (d) perform penetration tests or vulnerability
assessments?

Regarding personal data, all data controllers must designate a data
protection officer or department; however, the Applicable Laws are
silent on cybersecurity matters.

4.3 Are companies (whether listed or private) subject to any
specific disclosure requirements in relation to cybersecurity
risks or Incidents (e.g. to listing authorities, the market or
otherwise in their annual reports)?

The Applicable Laws are silent in this regard.

4.4 Are companies (whether public or listed) subject to any
other specific requirements under Applicable Laws in relation
to cybersecurity?

The Applicable Laws are silent in this regard.

5 Litigation

5.1 Please provide details of any civil actions that may be

brought in relation to any Incident and the elements of that
action that would need to be met.

According to Article 32 of the Federal Criminal Code, organisations
and companies are civilly liable for the damages caused to third
parties by crimes committed by their partners, managers and
directors. The state is similarly liable for the crimes committed by
its public officials.

The Federal Civil Code provides a standard of civil liability
established in Article 1910, which provides that a party that illegally
causes harm to another person shall be obliged to repair the damage,
unless he/she proves that the damage was produced as a
consequence of the victim’s guilt or negligence.

Cybersecurity 2020
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5.2 Please cite any specific examples of cases that have

been brought in your jurisdiction in relation to Incidents.
This is not applicable in Mexico.

5.3 Is there any potential liability in tort or equivalent legal
theory in relation to an Incident?

This is not applicable in Mexico.

6 Insurance

6.1 Are organisations permitted to take out insurance

against Incidents in your jurisdiction?

Yes, organisations are permitted to take out insurance against
Incidents in our jurisdiction.

6.2 Are there any regulatory limitations to insurance
coverage against specific types of loss, such as business
interruption, system failures, cyber extortion or digital asset
restoration? If so, are there any legal limits placed on what

the insurance policy can cover?

This is not applicable in Mexico.

7 Employees

7.1 Are there any specific requirements under Applicable
Law regarding: (a) the monitoring of employees for the
purposes of preventing, detection, mitigating and responding

to Incidents; and (b) the reporting of cyber risks, security

flaws, Incidents or potential Incidents by employees to their
employer?

There are no specific requirements; however, the Data Protection
Law provides that a person who is involved with personal data is
obligated to establish and maintain physical and technical adminis-
trative security measures and in case of any breach, such employee
must notify the data protection officer.

Cybersecurity 2020
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7.2 Are there any Applicable Laws (e.g. whistle-blowing
laws) that may prohibit or limit the reporting of cyber risks,

security flaws, Incidents or potential Incidents by an
employee?

This is not applicable in Mexico.

8 Investigatory and Police Powers

8.1 Please provide details of any investigatory powers of law
enforcement or other authorities under Applicable Laws in

your jurisdiction (e.g. antiterrorism laws) that may be relied
upon to investigate an Incident.

The Applicable Laws empower the following authorities to
investigate an Incident: (i) the General Attorney Office; (ii) Public
Prosecutors; (iii) the INAI; and (iv) the IFT.

Public Prosecutors in Mexico are in charge of investigating and
resolving cyber activities; a cyber police service has been created to
follow up on crimes or unlawful activities committed through the
Internet. Complaints directed to the cyber police can be submitted
via its website, by phone, or through a Twitter or email account; in
addition, the Federal Police have created a scientific division called
the National Centre For Cyber-Incidents Response, specialised in
providing assistance to the victims or claimants of cyber threats and
cyber attacks.

In the case of data protection, the INAI may conduct
investigations to follow up personal data matters. The IFT is in
charge of the telecommunications sector.

8.2 Are there any requirements under Applicable Laws for

organisations to implement backdoors in their IT systems for

law enforcement authorities or to provide law enforcement

authorities with encryption keys?

The Applicable Laws are silent in this regard.
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Begoiia Cancino is a partner in the Mexico City office. Her practice focuses on Intellectual Property, Data Privacy, Regulatory and Administrative
Litigation. From the standard IP front, Ms. Cancino counsels clients from all kinds of industries with the protection and enforcement of their IP
rights in Mexico, assisting also with the transfer of IP portfolios within the context of complex corporate transactions involving all sort of IP rights
(such as trademarks, copyrights and appellations of origin). Ms. Cancino also provides assistance with her legal advice on regulatory and
advertising, assessing our clients to comply with all applicable provisions with COFEPRIS and PROFECO. She has represented clients in all sort of

administrative litigation proceedings, in general, concerning advertising, health, environmental and, of course, IP matters, before administrative
authorities and federal judicial courts. Pursuant to the data privacy aspects of her practice, Ms. Cancino has counselled clients from multiple indus-
tries in the drafting and implementation of internal policies, privacy notices and specific legal concerns, not only regarding client daily operations,
but also within the context of cross-border transactions and internal investigations for compliance.

Creel, Garcia-Cuéllar, Aiza y Enriquez, S.C.
Pedregal 24, 24" Floor

Molino del Rey

11040, Mexico City

Mexico

Creel, Garcia-Cuéllar, Aiza y Enriquez is an award-winning, full-service
corporate law firm. It has over 80 years of experience in providing inter-
national and domestic clients with technical excellence, knowledge of the
market and unparalleled client service. The firm is a strategic service provider
to clients with the most complex and demanding transactions and projects,
affording them certainty and peace of mind. The firm provides innovative
solutions to many of the largest, most intricate, first-ever market-leading deals
in Mexico. We are a full-service corporate law firm, specialising in the
following practice areas and industries: antitrust and competition; arbitration
and dispute resolution; banking and finance; bankruptcy and restructuring;
capital markets; corporate and commercial; employment and labour; energy
and natural resources; environmental; infrastructure; insurance and rein-
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surance; intellectual property; mergers and acquisitions; private equity; pro
bono; project development and finance; real estate; social security; tax; tele-
communications; and transportation.
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